Webovy server Apache

Linuxovy vikend

“Linux Is like a teepee,
no Windows, no Gates,
and Apache inside.”

Ondrej Cedak <ondrej.cecak@linuxsoft.cz>
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Apache HTTP Server

* HTTP (Hypertext Transfer Protocol)
RFC 2616 (HTTP/1.1)

i
HTTP SERVER PROJECT

| -
LauI LA N



Apache HTTP Server

e H Hypertext Transfer Protocol)
RFC 2616 (HTTP/1.1
« WWW (World Wide Web
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Apache, popularni HTTP server

November 2006, Netcraft * 60,75 % Apache
e 32.78 % IIS
e 6,47 % ostatni

B Apache

B zeus
[ ]Sun

Zdroj: Netcraft November 2006 Web Server Survey
(www.netcraft.com)




Apache, popularni HTTP server

Listopad 2006, Linuxsoft.cz ® 100 % Apache
e 0%IIS
* 0 % ostatni

B Apache

Zdroj: Linuxsoft.cz
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Apache HTTP Server

* free open source software, multiplatformni
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Apache HTTP Server

* free open source software, multiplatformni

- Apache Software Foundation
* neziskova organizace podporujici ruzné projekty
(Ant, Derby, Jakarta, Spamassassin, Tomcat, ...)

e tvofena komunitou vyvojart od roku 1994

— 8 vyvojaru zacalo pracovat na NCSA HTTPd (po odchodu Roba
McCoola z National Center for Supercomputing Applications)

- “The name 'Apache’ was chosen from respect for the Native American

Indian tribe of Apache, well-known for their superior skills in warfare
strategy and their inexhaustible endurance.” (z Apache FAQ)

- nebo jednoduse “patchy” server
Apache
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Apache HTTP Server

* free open source software, multiplatformni

- Apache Software Foundation
— Apache Licence (soucCasna verze 2.0)

e muzete stahnout, pouzivat, ménit (a nezverejnovat
modifikace), prodavat

e musite zachovavat oznaceni a puvod originalniho kodu
* Oracle database, IBM WebSphere application server
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Apache HTTP Server, hlavni rysy

e velmi Siroka skala vlastnosti

- navic je mozné pouzivat ruzné moduly
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Apache HTTP Server, hlavni rysy

* velmi siroka skala vlastnosti
- navic je mozné pouzivat ruzné moduly

* server-side programy generujici dynamicky obsah
- LAMP, mod_perl, mod_python, mod_lisp} ”
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Apache HTTP Server, hlavni rysy

* velmi Siroka skala vlastnosti
- navic je mozné pouzivat ruzné moduly
* server-side programy generujici dynamicky obsah

e SSL/TLS, autentizace, fizeni pristupu
* mocne prepisovani URI
e konfigurovatelny format logu (statistiky, ...)
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Apache HTTP Server, dokumentace

* vyborna dokumentace a dalsi informace
http://httpd.apache.org
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Essentials =
About The Apache HTTP Server Project is an effort to develop and maintain an open-source
: ficioeunse HTTP server for modern operating systems including UNIX and Windows NT. The

o/ goal of this project is to provide a secure, efficient and extensible server that
* FAQ provides HTTP services in sync with the current HTTP standards.

* Security
Reports Apache has been the most popular web server on the Internet since April 1996. The
Download! November 2005 Netcraft Web Server Survey found that more than 70% of the web

sites on the Internet are using Apache, thus making it more widely used than all

 frOMm a mirror other web servers combined.

. The Apache HTTP Server is a project of the Apache Software Foundation.
Documentation

e Version 2.2 Apache 2.2.3 Released

e Version 2.0

e Version 1.3 The Apache HTTP Server Project is proud to announce the release of version 2.2.3 of
» Trunk (dev) the Apache HTTP Server (“"Apache"). In addition to a number of bug fixes to release
o Wiki 2.2.3, this release includes an 'important’ security fix for mod rewrite.
Get Involved This version of Apache is a major release and the start of a new stable branch, and
represents the best available version of Apache HTTP Server. New features includse
e Mailing Lists Smart Filtering, Improved Caching, AJP Proxy, Proxy Load Balancing, Graceful
e Bug Reports Shutdown support, Large File Support, the Event MPM, and refactored
| e Developer Info Authentication/Authorization. v
InE=Ezas Kzl | EeLS Ty _ - » a c e




Apache HTTP Server, instalace

* hlavni vétve programu

- 1.3.x (napr. Debian Stable)
- 2.0.X
- 2.2.X (napr. Debian Testing)
- 2.3.X (vyvojova)
* typicky je rozumné, instalovat verzi z distribuce

(z mnoha duvodu)
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Apache HTTP Server, instalace

e aptitude install apache?Z
. http //localhost:80 (~ Iocalhost)
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Apache HTTP Server, konfigurace

 distribucni nastroje

Web Server
[ ] Y 4 V4 [
. r fl k n r Fop— Yourserver can act as a Web Server toward your internal network (intranet) and as a Web Server
| 25126 forthe Internet.
Host Configuration (a4 HTTP Server Wizard (3/5) ) _ )
To edit the host setiings, Select the kind of Web service you want to activate:
cheose the appropnate
enfry of the table then click 1 A | 5
Edit To add & new ogtion; Option Nakia Don't check any box if you don't want to activate your Web Server.
click Add. To remeve an Document Root “[srvivim
iJ oplion, select it and elick Directary ErE—
Delete. Alias licons!
Directory “fusrishai
Main | Virtual Hosts |Server | Performg scrpes o | ,
,n"f ¥ e ¥ iEnablethe Web Server for the Intranet:
clude Jelc/apac H H
Include letc/apac|
Q) rpplications Places Systern @iy _ Basic Setup S ol Enable the Web Server for the Internet
DT U SOV | Server Name K21
Eile Edit View Go Bookmarks Tools Help SEWEI" N ame: tltu 5 Server Administrator E-Mail rootgik2
E&-p-§0 Q> =
P Getting Started 3 Latest BBC Headlines Image property of Chn. WEbmaﬁtEf gm all amress - j haﬂ
Show Apache directive names  Yes ’ .
Base directory for Apache &
documentation Abach -
Available Addresses
Apache server root directory etcfapache] P e | Previ Next
Path to httpd executable justisbiniapd All available addresses on port 8 Ance = revious Xt -=
Apache version " Work 9
Path to the apachectl command " None
C to start h " Use ap ol e
Command to stop apache " Use ap| | filfu e meE,
Command to apply configuration # Use ap| | | add || Edi |
1 Run sty |
. |
Command to re-read configuration ¢ Same 4 pack | | gancel | [ Mext |
Path to httpd.conf or apache2.conf  Automj
Path to srm.conf  Autom{ -
oL e Set addresses for Apache to listen for requests on.
Path to mime.types  Autom{
Path to Apache PID file ~ Work d
&3 Help 8 Cancel « oK
Environment file defining Apache

« None i
variables ¥
Environment variable name in above file | .E' - ‘i . a c e
Done e

|E‘ [ @ configuration - Firefox |[ @ starting Take Screenshot |




Apache HTTP Server, konfigurace

* distribucni nastroje
o grafické nastroje
* textove soubory

vim /etc/apache?2/apache?2.conf
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Apache HTTP Server, /etc/apache2/

e apache2.conf
* ports.conf
e conf.d/charset
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Apache HTTP Server, /etc/apache2/

apache2.conf

ports.conf

conf.d/charset

mods-available/ a mods-enabled/
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Apache HTTP Server, /etc/apache2/

apache2.conf

ports.conf

conf.d/charset

mods-available/ a mods-enabled/
sites-available/ a sites-enabled/
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Apache HTTP Server, /etc/apache2/

e apache2.conf

* ports.conf

e conf.d/charset

* mods-available/ a mods-enabled/
* sites-available/ a sites-enabled/

* logy ve /var/log/apache2/
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Apache HTTP Server, apache2.conf

 “Do NOT simply read the instructions in here without understanding what
they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.” (Uvod apache?2.conf)
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Apache HTTP Server, apache2.conf

 “Do NOT simply read the instructions in here without understanding what
they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.” (Uvod apache?2.conf)

e hlavni Casti
- globalni nastaveni (vCetne podminenych sekci)
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Apache HTTP Server, apache2.conf

 “Do NOT simply read the instructions in here without understanding what
they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.” (Uvod apache?2.conf)

* hlavni Casti
- globalni nastaveni (vCetne podminenych sekci)
- nastaveni pro defaultni instanci serveru

- nastaveni pro virtualhosty
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Apache HTTP Server, start/stop

* typicky /etc/init.d/apache?
e apachectl
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Apache HTTP Server, start/stop

e typicky /etc/init.d/apache?
e apachectl
* apacheZ -t

# apache2 -t

syntax OK

# apache2 -t

Syntax error on line 52 of
/etc/apache2/apache2.conf:

Invalid command 'neexistujici-klicove-slovo',
perhaps misspelled or defined by a module not
included 1n the server configuration

e Apache
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Apache HTTP Server, start/stop

* typicky /etc/init.d/apache?
e apachectl
* apache?2 -t
- pozor, kontroluje pouze syntax, ne sémantiku

— workaround: spusténi procesu s pravy uzivatele
(ovsem stale negarantuje 100 % uspéesnost startu)
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Apache HTTP Server, apache2.conf

e KeepAlive On

- perzistentni spojeni, HTTP/1.1
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Apache HTTP Server, apache2.conf

e KeepAlive On

- perzistentni spojeni, HTTP/1.1
e HostnameLookups Off

- preklad IP na jména
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Apache HTTP Server, apache2.conf

e KeepAlive On

- perzistentni spojeni, HTTP/1.1

e HostnameLookups On «

- preklad IP na jména
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Apache HTTP Server, apache2.conf

e KeepAlive On

- perzistentni spojeni, HTTP/1.1
e HostnameLookups Off

- preklad IP na jména
e LogLevel warn

- debug, 1nfo, notice, warn, error, crit, alert,
emerqg

— vhodné pro debugovani
— podobn¢ jako nékteré dalsi 1ze nastavovat per-virtualhost
B __Apache
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Apache HTTP Server, apache2.conf

®* LogFormat format|nickname [nickname]

e LogFormat "%$h %1 %u %t \"%r\" %$>s %$b \"%${Referer}i\" \"%${User-Agent}i\"" combined
g g

194.208.137.91 - — [2/Dec/2006:15:30:47 +0100] "GET /img/fedoralogo.png
HTTP/1.1"™ 200 3132 "http://www.linuxsoft.cz/" "Mozilla/5.0 (X11; U; Linux 1686;
cs—-CZ; rv:1.8.1) Gecko/20060601 Firefox/2.0 (Ubuntu-edgy)"

e LogFormat "%h %1 %u %t \"%r\" %>s %$b" common

m_' g q . l‘l'n.{Lhdhxu‘ . _. A aChe




Apache HTTP Server, apache2.conf

e ServerTokens Full

e Apache/2.0.54 (Debian GNU/Linux) DAV/2 SVN/1.1.4
mod_python/3.1.3 Python/2.2.3+ PHP/4.3.10-18
mod_ssl1/2.0.54 OpenSSL/0.9.7e Server at
linuxsoft.cz Port 80
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Apache HTTP Server, apache2.conf

e ServerTokens Full

e ServerName foo.example.com
— uziteCné pro presmerovani

- zvlastni vyznam u virtualhostu
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Apache HTTP Server, apache2.conf

e ServerTokens Full
e ServerName foo.example.com
e ServerAdmin www—admin@example.com

— uzitecné pro hlaseni chyb ...
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Apache HTTP Server, apache2.conf

o ServerTokens Full
e ServerName foo.example.com
e ServerAdmin www—admin@example.com
- uziteCne pro hlaseni chyb ... o
.. a predev&im pro spammery  EST3" f
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Apache HTTP Server, apache2.conf

* ErrorDocument, vlastni chybové stranky

ErrorDocument 500

"The server made a boo boo."
ErrorDocument 404 /missing.html
ErrorDocument 404

"/cgi-bin/missing _handler.pl"
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Apache HTTP Server, ports.conf

e /etc/apache?2/ports.conft

- Listen 82.208.29.37:80
- Listen 82.208.29.37:443
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Apache HTTP Server, charset

e /etc/apache2/conf.d/

— charset
e AddDefaultCharset UTF-8
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Apache HTTP Server, charset

e /etc/apache2/conf.d/

— charset
e AddDefaultCharset UTF-8
* FAQ: ProC€ nefunguje spravné kédovani?
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Apache HTTP Server, charset

e /etc/apache2/conf.d/

— charset
e AddDefaultCharset UTF-8
* FAQ: ProC€ nefunguje spravné kédovani?
* RFC 2616, sekce 14.17, resp. 7.2.1

e Content-Type: text/html; charset=utf-8
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Apache HTTP Server, charset

e /etc/apache2/conf.d/
— charset
* FAQ: ProC nefunguje spravne kddovani?
* RFC 2616, sekce 14.17, resp. 7.2.1
e Content-Type: text/html; charset=utf-8

e <meta http—-equiv="Content-Type"
content="text/html; charset=utf-8">
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Apache HTTP Server, charset

e /etc/apache2/conf.d/
— charset
* FAQ: ProC nefunguje spravne kddovani?
* RFC 2616, sekce 14.17, resp. 7.2.1

e AddDefaultCharset Off

<meta http-equiv="Content-Type"
content="text/html; charset=utf-8">
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Apache HTTP Server, apache2.conf

* jesté zpéet k apache?2.conf — podminené sekce
<IfModule module name>

</IfModule>
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Apache HTTP Server, apache2.conf

* jesté zpéet k apache?2.conf — podminené sekce
<IfModule module name>

</IfModule>
* MPM (Multi-Procesing Module)

- elegantni zpusob, jak vyresit nekteré rezijni ukoly (bind
na porty, obsluha requestu, ...) multiplatformné

- také umoznuje prizpusobit chovani pozadavkum
 na Linuxu typicky vybér mezi MPM prefork a MPM worker

< Apache
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Apache HTTP Server, apache2.conf

* MPM (Multi-Procesing Module)
- MPM worker

 hybrid multi-process multi-threaded server

» dokaze obslouzit vétsi pocCet requestu s mensimi pozadavky,
ale vyzaduje napriklad stabilitu
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Apache HTTP Server, apache2.conf

* MPM (Multi-Procesing Module)
- MPM worker

 hybrid multi-process multi-threaded server

» dokaze obslouzit vetsi pocCet requestu s mensimi pozadavky,
ale vyzaduje napriklad stabilitu

- MPM prefork

* non-threaded, pre-forking server

* izoluje procesem kazdy request, vhodny pro non-thread-safe
software (napriklad popularni PHP)

< Apache
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Apache HTTP Server, apache2.conf

* MPM (Multi-Procesing Module), podminene sekce
<IfModule prefork.c>

StartServers 5
MinSpareServers 5
MaxSpareServers 20
MaxClients 100

MaxRequestsPerChild O
</IfModule>
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Apache HTTP Server, apache2.conf

* MPM (Multi-Procesing Module), podminené sekce

<IfModule worker.c>

StartServers 2
MaxClients 150
MinSpareThreads 25
MaxSpareThreads 15
ThreadsPerChild 25

MaxRequestsPerChild O
</IfModule>
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Apache HTTP Server, apache2.conf

e alias module

<IfModule alias module>
Alias /icons/ "/usr/share/apache2/icons/"

</IfModule>
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Apache HTTP Server, apache2.conf

e alias module

Alias /icons/ "/usr/share/apache2/icons/"

Index of /apache2-default
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Apache HTTP Server, apache2.conf

e mod_autoindex

<IfModule mod autolndex.c>

AddIconByType (TXT,/icons/text.gif) text/*

ReadmeName README.html

HeaderName HEADER.html

IndexIgnore .?27?2*% *~ *# RCS CVS *,v *,t
</IfModule>
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Apache HTTP Server, apache2.conf

* mod_status
ExtendedStatus on

<IfModule mod status.c>
<Location /server—-status>
SetHandler server-status
</Location>

</IfModule>
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Apache HTTP Server, apache2.conf

* mod_status
Apache Server Status

Server Version: Apache/2 2 3 (Debian) FPHP/S 1 6-5
Server Built: Nov 10 2006 19:07.57

Current Tune: Saturday, 25-Wov-2006 11:34:53 CET
Restart Time: Friday, 24-Nov-2006 22:15:18 CET
Parent Server Generation: 1

Server uptime: 13 hours 19 minutes 34 seconds

Total accesses: 5333 - Total Traffic: 91.1 MEBE

CPU Usage: ull .56 s5.09 cul cs0 - .0347%% CPU load
111 requestsfsec - 1992 Bfsecond - 17.5 kB/frequest

2 requests currently bemng processed, 6 1dle workers

Scoreboard Eey:

" Waiting for Connection, "s" Starting up, "R" Feading Request,
"W" Sending Feply, "K" Keepalve (read), "o" DNS Loolkup,

"c" Closmg connection, "L" Loggng "6" Gracefully fmshing,

"1" Idle cleanup of worker, " . " Open slot with no current process

Srv PID Acc M CPU SS Req Conn Child Slot Client VHost _
D-1 301460/0/S84 W 3.82 0 0 0.0 000 949 7467324 . = A » aChe




Apache HTTP Server, virtualhosts

* Apache Name-based, |IP-based Virtualhosts
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Apache HTTP Server, virtualhost

e |P-based virtualhosts

- webserver ma vice IP adres (at uz na fyzickych nebo
virtalnich rozhranich), rozlisuje web podle IP
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Apache HTTP Server, virtualhost

e |P-based virtualhosts

- webserver ma vice IP adres (at uz na fyzickych nebo
virtalnich rozhranich), rozlisuje web podle IP

e Name-based virtualhosts

- soucasti requestu od klienta (= browseru) je polozka
urcujici web, typicky ve spojeni s nekolika ruznymi
jmennymi zaznamy na jednu IP

- jde o pole Host: v HTTP/1.1 dle RFC 2616, sekce 14.23

< Apache
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Apache HTTP Server, virtualhost

* |P-based virtualhosts
— trivialni pro pouziti a nastaveni
 pro kazdy novy web nova IP
* Name-based virtualhosts

- staci jedna IP, ale

* je potfeba funkéni DNS
e klienti musi umet alespon urcitou podmnozinu HTTP/1.1
* pro SSL Ize pouzit jenom jeden certifikat

| HTTP SERVER PROJECT

- -
1 = | | s
Halbp & Ic z
[ ) B ST



Apache HTTP Server, virtualhost

* Name-based virtualhosts
— jde o pole Host: v HTTP/1.1 dle RFC 2616, sekce 14.23

(connected to www.example.com [127.0.0.77])
GET / HTML/1.1

Host: www.example.com

(connected to foo.example.com [127.0.0.77])
GET / HTML/1.1

Host: foo.example.com
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Apache HTTP Server, virtualhost

e |P-based virtualhosts

<VirtualHost 127.0.0.7:80>
ServerName foo.example.com
DocumentRoot /srv/http/foo.example.com/

CustomLog
/var/log/apache2/foo.example.log combined

</VirtualHost>
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Apache HTTP Server, virtualhost

e Name-based virtualhosts
NameVirtualHost 127.0.0.7:80

— definuje name-base virtualhosting na rozhrani s urcitou
adresou, je mozné pouZzit * pro vSechna

— IPv6 obligatn€ uvnitt zavorek
[2001:718:2:42:260:8ff:fe7a:clc]:80

— pozor, nasledujici virtualhost bude implicitni

— na IP se nebude vztahovat defaultni web (aka main server)

< Apache
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Apache HTTP Server, virtualhost

e Name-based virtualhosts

NameVirtualHost 127.0.0.7:80
<VirtualHost 127.0.0.7:80>
ServerName wWww.example.com
ServerAlias example.com
DocumentRoot /srv/http/example.com/

CustomLog
/var/log/apache2/example.com.log combined

</VirtualHost>
< Apache
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Apache HTTP Server, virtualhost

® sites—aviable/ asites—enabled/

- File: /etc/apache2/sites—-enabled/000-
default' —-> "~ /etc/apache2/sites-
available/default’

— a’Zensite

— aZ2dissite
* mimochodem podobne pro moduly

- modules—avaible/ a modules—-enabled/,
aZenmod a aZ2dismod
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Apache HT TP Server, kontejnery

* u virtualhostu Casto pouzivany
<Directory>

- konfigurace vztahujici se na adresar (a jeho
podadresare)

- muze byt zapsana také formou regularniho vyrazu

<Directory /srv/http/www.linuxsoft.cz/>
<Directory ~ “/srv/http/.*/stats/”">
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Apache HTTP Server, apache2.conf

* a vlastne opét znovu zpét k apache?2.conf
e Options [+|—-] option [...]
- FollowSymlinks
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Apache HTTP Server, apache2.conf

* a vlastne opét znovu zpét k apache?2.conf
e Options [+|—-] option [...]
- FollowSymlinks

— Indexes
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Apache HTTP Server, apache2.conf

* a vlastne opét znovu zpét k apache?2.conf
e Options [+|—-] option [...]

- FollowSymlinks

— Indexes

e AllowOverride

- umoznuje predavat direktivy pomoci zvlastnich souboru
- vyhodné napriklad v webhostingovych scénarich
- deleni podle podmnozin moznych direktiv

e Apache
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Apache HTTP Server, apache2.conf

e AllowOverride

— déleni podle podmnozin moznych direktiv
e AuthConfig (AuthGroupFile, AuthName, AuthType,
AuthUserFile, Require, ...)

e FileInfo (DefaultType, ErrorDocument, ForceType,
SetHandler, RewriteEngine, ...)

* Tndexes (AddDescription, AddIcon, DefaultIcon,
DirectoryIndex, ReadmeName, ...)

* Limit (Allow, Deny, Order)
* nebo predem vyjmenované
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Apache HT TP Server, kontejnery

* radeji nejaky priklad

<Directory /srv/http/linuxsoft.cz/admin/>
Option —-Indexes
AllowOverride AuthConfig

</Directory>
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Apache HTTP Server, autentizace

e AllowOverride AuthConfig

AuthUserFi1le
/srv/http/linuxsoft.cz/admin/.htpasswd

AuthGroupFile /dev/null
AuthName "Authorised Personel Only"
AuthType Basic

Require wvalid-user
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Apache HTTP Server, autentizace

e AllowOverride Limit

Order deny,allow
Deny from all
Allow from 127.0.0.1

Allow from foo.example.com
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... otazky?

doufejme, ze na né zbyde prostor :)
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... dekuji za pozornost

Pouzité zdroje:

» Ondrej Ceéak <ondrej.cecak@linuxsoft.cz>

* Wikipedia [http://www.wikipedia.org]

* The Apache Foundation [http://www.apache.org]

* Prezentace k dispozici take na
http://misc.linuxsoft.cz/OC/
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